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Privacy Notice  Bristol City Council




Privacy Notice – Heat Pump Remote Assistance
Who we are

Bristol City Council is the data controller for the purposes of the Data Protection Act 2018 and other regulations including the UK General Data Protection Regulation (UK GDPR), which means it determines what your personal data is used for and why it is collected. 
[bookmark: _Hlk50361616]The purpose of this privacy notice is to tell you about how we collect and use personal data in connection with our service. We may update this privacy notice from time to time.  When we do this, we will communicate any changes to you and publish the revised privacy notice on our website.  This privacy notice should be read alongside the councils Corporate Privacy Notice.
[bookmark: _Hlk50361656]Our main address is City Hall, College Green, Bristol, BS1 5TR and our contact details can be found on Bristol City Website
The Sustainable City and Climate Change Service is managing this project. This Service enables Bristol City Council to achieve its ambitious climate action goals and to continue its extensive, ongoing environmental management. The project is being carried out in conjunction with the University of Bristol to support us to understand how to provide better heating services to tenants. 

What data we need to collect and use?
To provide this service, we will collect and use some or all the personal information below:
·  Name (to be able to contact you to deliver heat pump maintenance services)
· Address and details of property where heat pump remote assistance has been installed (to be able to contact you to deliver heat pump maintenance services)
· Phone number (to be able to contact you to deliver heat pump maintenance services)
· Household details e.g. number of occupants in a property (to be able to set your heat pump up to the requirements of your household)
· Details about the heating system and heat pump installed at the property  (to be able to deliver heat pump maintenance services)
· Email address (to be able to contact you to deliver heat pump maintenance services)
· Diagnostic information from the heating system (to be able to deliver heat pump maintenance services)
· Heating schedule and target temperatures for heating and hot water  (to be able to set your heat pump up to the requirements of your household)
· Language Preference (to be able to deliver heat pump maintenance services)
[bookmark: _Hlk50362501]We get most of this information from you and from what we learn about you through your use of our services, but we may also get some information about you from: 
· Face to face and online survey questions
· Surveys of your property and heating system
· Data collected by your heating system
· Data collected by any other sensors we install in your property 
[bookmark: _Hlk50361998]How do we use your personal information?
We use this information for one or more of the following reasons:
1. To support the installation of heat pump remote assistance in your home, including account creation.
2. To deliver our heating and heat pump operation, optimisation and maintenance services to you. This might include helping you to set schedules and target temperatures for your home, or the automatic optimisation of you heat pump. Where you choose to use Havenwise optimisation features, these are provided under a separate contract between you and Havenwise, and Havenwise acts as a separate data controller for those services.	Comment by Carmen Knight: The notice references “automatic optimisation” of heating systems. Please clarify whether this constitutes automated decision‑making under Article 22 UK GDPR and whether it has any meaningful effects on the individual.	Comment by Matthew Jones: the residents will agree to this optimisation through the havenwise app so they will give consent direct to that service provider. They do this based on their own preferences. If we set this up we will ask them what their preferences are. 	Comment by Carmen Knight: Suggest adding something like:

Where you choose to use Havenwise optimisation features, these are provided under a separate contract between you and Havenwise, and Havenwise acts as a separate data controller for those services.
3. 
4. To conduct research on product and service improvements.
5. To seek periodic feedback from you on your needs and the quality of our services.
 	
What is the legal basis for our use of your personal information? 
  
The information below shows the legal bases we are relying on to use your personal or special category (sensitive) personal information.  
 
You can see a list of the full legal bases we may rely on by looking at our main privacy notice.  
 
Our legal bases for using your personal information are to meet our tasks in the public interest.  

Our legal basis for using your personal information is:

· Article 6(1)(e) – Public task (supported by statutory Warm Homes and Energy Conservation Act 2000 and the Fuel Poverty (England) Regulations 2014.)

 

Who else might we share your personal information with?

[bookmark: _Hlk50362289]Sometimes we may need to share your information, but we will only do so where we have a valid legal basis to share data. We will only share the minimum information for each circumstance.  We may share some of your personal information with one or more of the following:
· University of Bristol
· Vaillant or other manufacturers of the technology supplying heat pump remote assistance products. 
· Ameresco Limited and 3rd party contractors/partners delivering housing retrofit services for Bristol City Council. 
· City Leap Energy Partnership Limited and 3rd party contractors/partners delivering housing retrofit services for Bristol City Council.
· Havenwise or other 3rd Party heat pump optimisers.
· The Centre for Sustainable Energy or other 3rd Party energy advice services.
· 3rd Party Heatpump maintenance personnel.

The following organisations will be data controllers for which you will sign up to their own privacy policy directly:
· Vaillant, Privacy Notice for the purposes of service delivery of remote assistance. Vaillant have their own privacy notice when signing up to Vaillant Connect remote assistance services and will be independent data controllers.
· Havenwise, Privacy Notice for the purposes of service delivery of remote assistance and heat pump optimisation. Vaillant have their own privacy notice when signing up to Havenwise remote assistance service. Havenwise themselves will be independent data controllers.
· The University of Bristol, to support the carrying out of independent research into heat pump remote assistance and will be independent data controllers.
[bookmark: _Hlk50362404]Will my personal data be sent outside the UK? 
· Vaillant GmbH, Remscheid, Germany. Vaillant’s storage of data is in compliance with UK GDPR which can be viewed in their privacy notice 
· Havenwise uses cloud services hosted within the UK and Europe transfer remain within the European Economic Area. . The following mechanisms apply 1. Providers' certification under the UK Extension to the EU-US Data Privacy Framework (DPF)
2. EU Standard Contractual Clauses (SCCs) with the UK Addendum, incorporated into providers' Data Processing Agreement as a contractual fallback	Comment by Carmen Knight: . Please clarify whether transfers remain within the EEA and what mechanisms (e.g., IDTA, SCCs) apply where data is transferred outside the UK	Comment by Matthew Jones: have asked havenwise for this info
· All data stored by the University of Bristol will remain in the UK.


No other personal information is routinely sent or held outside the UK.  Should the transfer of personal information outside the UK become necessary, it will only take place if permitted by law, and then only where there are appropriate safeguards in place to protect the data.
[bookmark: _Hlk50362919]How long we will keep your personal information?

[bookmark: _Hlk50363100]We will hold this information for as long as it is needed, or if we are required to do so by law.  In practice this means that your personal information may be retained for the relevant period listed below:
· Personal data relating to the management of your heating system will be retained for the duration of your tenancy and then deleted within 1 year, in accordance with the Council’s Document Retention Schedule.
· Anonymised data used for research will be retained by the University of Bristol for three years after project completion
· Your personal data will be held in accordance with your tenancy agreement
· Anonymised data will be held for research purposes by University of Bristol for a period of 3 years after the end of the project.
After this, your personal information will be deleted. 
Your rights as a data subject

[bookmark: _Hlk50363618]The law gives you a number of rights to control what and how personal information is used by us, including the right to access a copy of your personal information and withdraw your consent when we rely on your permission to use your personal data. After data has been anonymised it will no longer be able to withdraw your consent.
Full details about how we use and share your data and your rights can be found on our Corporate Privacy Notice. If you are unable to access our digital Privacy Notice, please contact Citizens Services whom will be able to send a hard copy.
To update or correct your information if it is inaccurate please contact Citizens Services. 
To access a copy of your personal information, more details and how to make a request can be found on the data protection subject access requests page on the council website. 
You can exercise any of these rights, ask questions about how we use your personal data or complain by contacting us at data.protection@bristol.gov.uk or by writing to our data protection officer at: 
Data Protection Officer
Information Governance
Bristol City Council
City Hall
PO Box 3399
Bristol
BS1 9NE

If you think we have dealt with your information inappropriately or unlawfully, you have the right to complain to the ICO at: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF
Website: https://ico.org.uk/
Next annual review date: 5/3/27
Version number for this privacy notice: 1
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